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Set internal=192.168.0.0/24

Deny ip from $ internal to any in via eth0

Deny ip from not § internal to any in via ethl

Allow udp from § internal to any dns

Allow udp from any dns to $ internal

Allow tcp from any to any established

Allow tcp from § internal to any www in via ethl

Allow tcp from § internal to any fip in via ethl

Allow tcp from any fip data to $ internal in via eth0

Deny ip from any to any
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TRE—EWHEN LR RAL R MR, B Wireshark #i3Re9—4 LR, tH
SNMER, ERBE-SEBHEX: (U54)

No. | Time | Source Destination Protocol | Information

1 0.000 | 128.100.11.13 128.100.100.128 | DNS Standard query A www.nytimes.com

2 0.129 | 128.100.100.128 | 128.100.11.13 DNS Standard query response A 64.15.347. 200A

_ 64.15.347.245 A 64.94.185.200

3 0.131 | 128.100.11.13 64.15.347.200 TCP 1127 > 80 [SYN] Seq=3638689752 Ack=0
Win=16384 Len=0

4 0.168 | 64.15.347.200 128.100.11.13 TCP 80> 1127 [SYN, Ack] Seq=1396200325
Ack=3638689753 Win=1460 Len=0

5 0.169 | 128.100.11.13 64.15.347.200 TCP 1127 > 80 [Ack] Seq=3638689753
Ack=1396200326 Win=17316 Len=0 |

6 0.188 | 128.100.11.13 64.15.347.200 HTTP GET/HTTP/ 1.1

7 0.205 | 64.15.347.200 128.100.11.13 TCP 80 > 1127 [Ack] Seq=1396200326 |
Ack=36386890402 Win=32767 Len=0

8 0.236 | 64.15.347.200 128.100.11.13 HTTP HTTP /1.1 200 OK
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